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Please follow to

first set up CAC use on your Mac. You'll need to
download and install CACkey when deciding which CAC
enabler to use.

Video instructions can be viewed at:

Presentation last review: 5 January 2017


http://militarycac.com/macnotes.htm
http://militarycac.com/MACvideos.htm

After you have installed CACkey...

Click Firefox, Preferences...
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Click Advanced(gear), Encryption(tab), Security
Devices(button)
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Click Load(button)
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Type a name like: CAC Reader Browse to:
your hard disk/library/CACKey/libcackey_g.dylib
then click OK
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Below Security Modules and Devices you will see CAC

Reader with your name below it. This means it worked,
Ol (OIK
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Try going to a CAC enabled website via Firefox.
Example: AKO hittps:/ /Wi AL
Click [ understand the risks

® Firefox File Edit View History Bookmarks Tools Window Help
Untrusted Connection

@ Mozilla Firefox is free and open source software from the non-profit Mozilla Foundation.

This Connection is Untrusted

You have asked Firefox to connect securely to www.my.af.mil, but we can't confirm that
your connection is secure

Normally, when you try te connect securely, sites will present trus
that you are going to the right place. However, this s

What Should | Do?

If you usually connect to this site without problems, this errggould mean that someone is
trying to impersonate the site, and you shouldn't contin

Get me out of hi

Technical Details

| Understand the Risks



https://www.my.af.mil/
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https://www.my.af.mil/

Click Get Certificate (button) then Confirm Security
Encryption (button)

Untrusted Connection

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

FAL Y
Server

0 Mozilla Firefox is free and open sourc
Location: | https:/) . AF /fafHome jsp
Certificate Status

This site attempts to identify itself with invalid information.

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority.

E Permanently store this exceptign,

Fyou Understand what's going on, you can tell FIFefox to start trusting this site's

identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

l’ Add Exception.. \




Type your CAC PIN in the Password Required box, then
select OK

Password Required

Please enter the gfaster password for the
SOLBERG.TIM@THY.A.

Access Your Friends & Family Account

CAC/ECA
» Learn About Sponsoring a Friend or Family
Member
» Learn More About Friends & Family Instant
Messenger
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ands provide more

DoD Service Portals: AKO/DKO | MarineMet | Navy Knowledge Online




Select the Email Signature Cert (Air Force)
AKO uses the NON Email certificate

This site has requested that you identify yourself with a certificate:
www.my.af.mil:443

Organization: "L.5. Covernment”

Issued Under: "U.5. Government®

Choose a certificate to present as identificatio

!' SOLEERG.TIMOTHY WCAC Email Signature Certificate [13:EF:7F)

Details of selected certificate;

E Remember this decision




You should be logged in now. If you log off, you will be
prompted to enter your PIN again
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ABSENTEE VOTERS
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Absentee Voters Week 2010 has

been set aside by Department of
Defense officials for voters to recognize the military's
focus on preserving the right to vote and encouraging
absentee voters to do so. The goals of Absentee Voters
Week are to emphasize and encourage voters to
register and request absentee ballots if they have not
yet done so, and to encourage those who already have
registered and received their ballots to complete their
absentee ballots and return them to their local election
officials.

Voters can here click on to fill in the Federal Post Card
Application (FPCA) using a wizard that assists absentee
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You have now enabled Firefox on your Mac to access
CAC enabled websites

Another presentation by:
Michael J. Danberry
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